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Introduction

* LoRaWAN is one of the most popular loT
communication architecture

 All LoRaWAN devices are resource constrained and
typically consume power from batteries

e Strong and sophisticated security mechanism cannot be applied
 LoRaWAN security mechanism is based on PSK AES-128 encryption

* Using AES with 128-bits keys might not be strong enough due to
increased computing power available in the future [F. L. Coman,
2019]



Problem Statement

* The use of AES on embedded systems and its impact in terms of
resource usage has been studied in a few papers [C.-W. Hung, 2018]
[L.Casals, 2017]

* None of them has considered that question in the context of LoRaWAN

* Even though the power consumption of LoORaWAN devices has been
studied, the impact of varying the AES key size has not been considered
yet

* |n our research, we explore what changes are required in LoORaWAN to
make use of longer AES key sizes and evaluate experimentally the
impact on end devices performance in terms of processing time and

energy consumption.
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L oRaWAN Network Architecture




AES

 LoRaWAN relies on the Advanced Encryption Standard (AES), a
symmetric-key block cipher which supports key sizes of 128, 192 and
256 bits

* In LoRaWAN, AES is used for encryption, using the AES-CCM* scheme
but also for computing Message Integrity Code (MIC), using AES-CMAC

 LoRaWAN security is organized in two layers : 1) Encrypting the message
payload thanks to AES-CCM*, using an AppSKey and 2) Using AES-
CMAC to compute a MIC with a NwkSKey

e QOver-the-Air Activation (OTAA) is the preferred activation method for
end device authentication, AES is also used in this process



Preliminary Evaluation
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Preliminary Evaluation
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Preliminary Evaluation

Payload Size
11 Bytes | 53 Bytes | 125 Bytes | 242 Bytes
Duration (us) 621 919 1,353 2,218
Energy (uJ) 186 287 430 692
Note: AES key size 128 bits

Duration and energy consumption of MIC calculation



Conclusion

* Our objective was to evaluate the cost of using longer AES key size on
resource-constrained devices

From the results, the considered metrics indeed increase with key and
payload sizes (+32% for payload 242 bytes) but the time dedicated to payload
encryption (2.25 ms) represents only 2.5% of the transmission time (90 ms)

 Theimpactis moderate, making using larger AES key size a practical solution

The additional energy is very low compared to the cost of other operations
eg. radio communications




Implementation In The Real Environment
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Payload Size

Experimental Evaluation
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Further Work

* |n addition, stronger authentication using

asymmetric cryptography (eg. ECC) would be
applied in the activation method or coupled with

other security methods such as fingerprinting
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